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Technical team presenting

• Alexandros Varveris
– University of Athens
– Project Manager

• Glue Software Engineering AG
– Dr. Igor Metz 
– Andres Scheidegger

• Adrian Blöchlinger
– Swiss Federal Office of Justice
– Master Mind of Open eGov
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Overview of the Presentation

• Information about the Project itself and 
about the project status

• Electronic signatures, the signing process 
and the validation of electronic signatures

• Presentation of the Prototype 
– Proof of Concept 
– Feasibility in a short time and at a very low 

budget!
• Next steps to build up the full featured 

Platform 
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Project history

• Concepts 2004-2007
• Review of the Concepts and Improvement 2008 

(make it concrete / Conclusion: yes we can!)
Technical report to the General Assembly.

• Decision of the General Assembly in September 
2008 in Luxemburg to develop a prototype 
financed with the country participations of 
Switzerland and Great Britain (as Phase 1)

• Detailed concept, new phase plan and concrete 
planning for development in October/November 
2008
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Technical meeting Bern, Oct 20-23, 2008

• Overall financing not secure.
Conclusion: Going on phase per phase as money 
becomes available

• Persuading countries to invest by the proof that the ICCS 
project will be successful. Each phase should therefore 
give a directly usable result

• 5 major principles for design
– Development at the lowest cost possible. 
– System and processes designed for the lowest operating costs 

possible 
– Designed for use with various types of digital certificates
– System should be simple to use and self-explaining, to avoid 

training costs
– Only an Internet connection, a Web-browser and Acrobat 

Reader is necessary to participate.
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Open eGov Platform: www.open-egov.ch

Blo

http://www.open-egov.ch
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What is Open Source Software?

• Computer software for which the source code 
and certain other rights normally reserved for 
copyright holders are provided to the public

• This permits users to use, change, and improve 
the software, and to redistribute it in modified or 
unmodified forms (“free software”)

• Copyright owner of ICCS platform is ICCS/CIEC
– May or may not make it available to the public

• Changes to open source components used to 
build ICCS platform go back to Open eGov
community

IM
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How to save money on operating costs

• The Open eGov initiative and platform offers
– Software for building eGovernment applications
– Shared service and operating environment for Open 

eGov based applications
• Conclusion of evaluation: ICCS platform

– can be assembled of the available components
– can as well profit of the Open eGov operating

environment
• A lot of money can be saved

– on development costs
– on operating costs

Blo
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Technical part starts here …
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What is a (digital) certificate ?

• Digital identity of a person
• Can be used to

– Identify the person (authentication)
– Digitally sign electronic documents (seal) 

• proving the integrity of the document
• proving authenticity of the document (who wrote it)

– Encrypt a document
• Two variants, secured by password (PIN)

– Token based (identity on a chip, can‘t be copied)
– Software based (identity in a file, can be copied)

IM
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Organisational structure of ICCS Platform

ICCS

Countries (National section)

Offices

Users (Head of Office, Clerk)

= digital certificate

Municipality

Municipality
Municipality

Problem: Civil status is
addressing municipalities

Blo
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Problem statement

• Strong authentication
– Login using personal certificates

• Exchange messages in secure manner
– Encrypted using office certificates
– Signed using personal certificates

• Software or token

– Tamper-proof
• Recipient is an office

– Any clerk in an office can receive and decrypt the
message

• Clerks may be ill, on vacation, etc.

AV
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Message: PDF and XML
Human readable Machine readable

Blo
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Demo scenario
CIEC Plateforme (Prototype)

Office Edinburgh Office Bern

Inbox
Edinburgh

Inbox
Bern

Sam
Huber

Igor
Metz

John
Darwin

Office Key Bern
(Certificate)
Trust from Platform

Office Key Edinburgh
(Certificate)
Trust from Platform

Platform Key
(HTTPS Certificate)
Trust from Verisign

Personal Key
(Certificate)
Trust from Platform or from national CA

IM/AS
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DEMO



© Mrz-09 GLUE

Bern: Login to application

• CIEC information platform
• Igor Metz (Office clerk of Bern) logs in
• Using token-based certificate
• User interface is german

AV



© Mrz-09 GLUE

Bern: Sending a message

• Samuel Huber logs in using software certificate
• Sam reads a message received from Edinburgh
• Verify signature of message
• List of read messages
• Sam sends a form 16 C message to Edinburgh; 

e-mail notification
• Sam prints the message which he sent
• List of sent messages
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Edinburgh: Receive a message

• John Darwin logs in using software certificate
• John verifies status of the form 16C message, 

which he sent to Bern
• John receives form 16C message from Bern
• Sam sees, that John has received the message
• Look at encrypted message in the database
• Save PDF document
• Save machine readable message
• John sends free text message back to Bern
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The Demo Ends
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Wrap-up: what did you see here?

• Secure login in to platform
• Users from different countries / languages
• Document handling functions (receiving, 

navigating, …)
• Adressing and composing a message (16 C and 

free text)
• Signing and encrypting a message
• Receiving and decrypting messages
• Showing the two message formats
• Verifying the security of the message store

Blo
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Status Quo

• Ready for demonstration
• Operating environment for phase 1 ready
• End of phase 1 is five weeks away (April), 

still to be done:
– Include translations (greek, french), check 

english version
– Attachments to free text form
– Documentation of system
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Limited productive use by Jan 2010 ?

• For countries with a national bureau for
data exchange, e.g. UK (1 office, a couple
of users)

• For countries with a centralized system
e.g. CH, TR. They can be connected to 
the platform with marginal effort

• Prerequisites
– Machine interface (web services)
– Some more forms available
– Additional translations (e.g. TR)

Blo
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What did you get on top of that?
Civil status Wikipedia – information platform

Private areas
Public areas
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Things to do in Phases 2 to 4

Core 
Phase 1

Directory
LDAP 

CA 

Municipality
Table 

Online 
Registration

National
Configurator

Machine
Interface
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Convinced about the beginning of the future ?

Ready to invest into the future ?

Thank you for your attention !




